
MENTIS laboratory – https://mentis.info/ 
Northeastern University, United States

CLUE: Bringing Machine Unlearning to 
Mobile Devices



Overview

2

• Motivation

• Literature Overview

• Our Key Insight

• Methodology Overview

• Energy Loss 

• Knowledge Distillation (Stability)

• Key Results

• Takeaways



Motivation
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Why Machine Unlearning?

On-device unlearning must be fast, memory-

light, and data-free

Most existing methods assume access to a retain dataset

Mobile devices cannot store or re-fetch that data

How do we unlearn a class without retraining and without retain data?

● Regulatory requirements (GDPR, CCPA)

● Backdoor removal

● Privacy-preserving face deletion

● Continual learning in mobile systems
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Class unlearning

Retain Set Access

[1,2,3,6]

No Retain Set Access

[4,5]

● High memory

● High computation

● Not viable on-device

● Computationally heavy

● Degrade retain accuracy

● Unstable across architectures



Our Key Insight
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Reframe class unlearning as OOD induction

Class Removal Distribution Shift

Clue

Make forget samples look OOD

After unlearning class Cf samples from that class should behave like OOD data

Previous Work

Move forget samples to other class



Methodology Overview
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Energy Loss 
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Helmholtz Free Energy[1]

OOD samples High Energy Low Partition Function

[1] Liu, Weitang, et al. "Energy-based out-of-distribution detection." Advances in neural information processing systems 33 (2020): 21464-21475.



Knowledge Distillation + Gradient Masking
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Energy alone destabilizes retain classes

Noisy (OOD-like) version → teacher

Clean input to → student

Gradient Masking for Salient 

Parameter Update



Key Results
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• CLUE achieves the lowest average gap 

with Retrain
• BE is the second best with a gap of 3.95 

with CLUE

• CLUE achieves 70.78% improvement 

over BE 

ViT-B/16 and CIFAR10



Key Results
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• CLUE again achieves the lowest average 

gap with Retrain
• IU is the second best with a gap of 4.74 

with CLUE

• CLUE achieves 43.52% improvement 

over BE 

ResNet20 and CIFAR10

CLUE consistently balances usability and 

forgetting across architectures and 

benchmarks



Key Results

11



Takeaways
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Reframes unlearning as OOD 

induction

Architecture-agnostic Massive efficiency gains

Unlearning is approximate without formal guarantee 

No retain dataset required

Enables privacy-compliant on-

device learning



Thank you!
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