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Motivation

> Generative models produce highly
photorealistic images.

> Risk: spreading misinformation.
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The Challenge

> Early detection methods -

o Fully-supervised
o Few-shot

> Key issues:

o Rapidly emerging generative
o Training data maintenance.
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Zero-shot Detection

> Lero-shot detection:
o No access to generated content.
o No task-specific training.

> Existing zero-shot methods
o Implicitly model real-image distributions.
o Often based on some images transformation.



Background - Whitened CLIP

> Given a set I of images:
> Process all images with and encoder: X = CLIP(I).
» Compute an empirical mean p and covariance matrix - 2.

> Whitening matrix:
o Satisfies WTw =y~ 1.
o Not unique.
o Whitening transform: Y = WX.

o Whitened data Y has zero mean, unit variance and
identity covariance matrix.



Background - Whitened CLIP

> If the Embeddings are approximately Gaussian:
o Whitened data will also be approximately Gaussian.

o Whitened data already has zero mean, unit variance
and no correlations.

> Gaussian log-likelihood estimation:
o &(x) = Log(P(x)) = —%(d -log(2m) + IIWxIIZ)



Conditional Likelihood

> Motivation - focusing on » We find that sub-spaces:
a sub-space in the full - Maintain normal
embedding space. distribution.

o Have effectively lower
ranked covariance matrix.
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Conditional Likelihood

> For a set X of samples from sub-space D (x; € D):

1
L(x|X,m) = —E(m log(2m) + [|[W (X, m)X]||*
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Local Neighborhood

» Goal: Using only real images for whitening then
generated images will become outliers.

> Problem: CLIP embeddings hold additional
semantic information.
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CLIDE

> Detection pipeline:
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Results - General Images

G STI | AEROBLADE [59] RIGID [30] ZED [18] Manifold Bias [11] Ours |
enerative Model

| AUCT APt FIt Acct AUCtT APt FI1 Acct AUCT AP? FI1 Acc? AUCT APt FIt Acct AUCT APt FIt Acct |
ProGan [34] 0.54 049 0.65 0.54 0.45 046 0.16 048 0.74 0.75 0.7 0.64 0.96 0.97 0.88 0.88 0.95 0.96 0.87 0.88
StyleGan [35] 0.58 0.59 063 051 0.71 072 056 0.65 0.75 0.77 071 0.65 0.68 074 0.61 0.68 0.76 071 0.75 0.73
StyleGan2 [36] 0.74 0.76  0.68 0.61 0.52 0.54 0.31 0.53 0.75 0.8 0.68 0.61 0.62 0.66 0.48 0.6 0.8 0.82 0.73 0.68
BigGAN [9] 0.65 0.61 0.68 0.6 0.62 0.63 042 0.57 0.45 047 0.63 0.5 0.9 09 0.8 0.81 0.96 0.96 0.87 0.88
GauGan [51] 0.7 071 0.68 0.6 0.32 039 0.1 0.45 0.33 041 0.6 044 0.98 0.98 0.91 0.9 0.83 085 076 0.73
CycleGan [75] 0.76 0.73 093 0.69 0.34 0.39 0.05 0.43 0.22 0.38 0.6 0.43 0.97 097 0.89 0.9 0.98 0.98 0.9 0.91
CRN [15] 0.34 0.51 048 0.59 0.25 036 0.01 042 0.99 099 092 0.92 0.93 09 0.88 088 0.98 099 091 0.92
SD V1.4 [60] 0.47 0.47 0.63 0.51 0.79 077 0.63 0.69 0.62 0.65 0.65 0.54 0.71 0.62 0.4 0.57 0.9 0.91 0.82 0.82
SD V1.5 [60] 0.49 049 064 0.52 0.77 076 0.63 0.68 0.61 0.63 0.65 0.54 0.72 0.64 044 058 0.9 091 0.83 0.82
Guided DM [20] 0.55 049 0.66 0.57 0.51 0.51 0.25 0.5 0.58 0.55 0.68 0.59 0.8 0.8 0.66 0.7 0.87 0.87 0.79 0.78
LDM 100 [60] 0.48 048 0.62 0.48 0.51 0.51 0.25 0.5 0.52 0.56 0.63 0.49 0.84 0.88 0.78 0.79 0.92 0.93 0.84 0.85
LDM 200 [60] 0.47 0.48 0.62 0.48 0.51 0.51 0.25 0.5 0.53 0.56 0.63 0.5 0.85 0.88 0.79 0.8 0.92 0.93 0.85 0.85
Glide 50 27 [48] 0.06 0.32 0.59 0.42 0.51 0.51 0.25 0.5 0.98 0.98 0.91 0.92 0.93 094 0.86 0.86 091 092 0.84 0.84
Glide 100 27 [48] 0.08 032 06 043 0.51 0.51 025 0.5 0.98 098 091 0.92 0.92 093 0.84 0.4 091 092 083 0.83
Glide 100 10 [48] 0.04 0.31 0.59 0.42 0.51 0.51 0.25 0.5 0.98 0.98 0.92 0.92 0.93 093 0.85 0.85 091 092 0.83 0.83
ADM [20] 0.45 043 065 0.56 0.56 0.57 039 0.56 0.47 046 0.65 0.55 0.62 057 032 053 0.89 0.88 0.84 0.84
DALL-E 3 [6] 0.35 041 0.6l 0.45 0.51 0.51 0.25 0.5 0.45 0.5 0.62 0.47 0.82 0.84 0.71 0.74 0.96 0.96 (.88 0.89
Midjourney [45] 0.29 0.37 0.6 0.43 0.65 0.66 0.48 0.6 0.92 0.93 0.84 0.84 0.56 0.53 0.27 0.51 0.9 0.84 0.85 0.85
VDQM [28] 0.51 047 066 0.57 0.53 0.54 0.32 0.53 0.46 046 0.63 0.49 0.83 0.83 0.7 0.73 0.92 0.93 0.84 0.84
Wukong [46] 0.48 0.47 0.62 0.49 0.63 0.6 0.37 0.55 0.39 0.45 0.6 0.44 0.73 0.69 0.5 0.62 0.95 0.96 0.88 0.88
All | 0.52 048 064 0.53 0.51 0.53 0.28 0.52 0.69 0.66 0.69 0.62 0.85 0.88 0.76 0.78 0.91 091 084 0.84 |

» Our method outperforms all other
methods on most models and all
models together.



Artistic Images

» Other method’s performance

decreases.

» Our method maintains high
performance
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Real StyleGan  SD2.1 SDXL  AnimaXL
@) (b) © (d) (e)
5 Al i .c
Generative Model ‘ AEROBLADE [59] RIGID [30] ZED [18] Manifold Bias [11] Ours
‘ AUCT APT F11 Acct ‘ AUCT APT FIT AccT AUCT APT FI1T AcctT AUCT APT FIT AccT AUCT APT F11T Acct |

StyleGan3 [37] 0.81 0.84 072 0.69 0.32 0.39 0.06 046 0.38 0.41 0.63 0.5 0.96 096 09 0.9 0.98 099 4923 0.93
SD2.1 [60] 0.57 0.6 061 048 0.77 075 052 0.64 0.17 034 061 044 0.91 09 083 084 0.98 098 ©v.92 093
SDXL [53] 0.62 0.69 0.6 0.46 0.64 0.6 0.3 0.54 0.33 043 0.61 044 0.83 0.81 071 075 0.97 098 091 091
AnimagineXL [43] 0.66 0.75 0.6 0.47 0.39 0.42  0.08 0.46 0.45 0.59 0.61 0.44 0.28 0.37 0.02 0.44 0.76 0.83 0.66 0.55
All ‘ 0.65 07 062 052 0.53 0.55 026 053 0.33 041 061 045 0.74 0.8 069 073 0.92 092 083 0.82




Damaged Car Images

» Other method’s performance
decreases.

» Our method maintains high
performance

Real  Midjourney DALLE3 KD 2.1 SDXL UnCLIP
() (b) (c) (d) (e) (f)
Generative Model | AEROBLADE [59] RIGID [30] ZED [18] Manifold Bias [11] Ours |

| AUCT APT FIt Acct AUCtT APt FIt Acct AUCT APt FIt Acct AUCT APT FI1 Acct AUCT APT FIt Acct |

Kandinsky2.1 [58] 0.29 038 06 043 0.3 0.38 006 044 0.68 0.66 068 0.61 0.6 064 048 0.61 0.97 098 (93— 0.93

SDXL [53] 0.34 04 061 045 0.3 038 006 044 0.83 085 076 0.73 0.32 042 015 049 0.97 0.97 091 0.91
DALL-E 3 [6] 0.39 045 06 044 0.4 042 011 042 0.15 033 059 042 0.14 033 003 044 0.99 099 093 093
Midjourney [45] 0.46 047 062 047 0.51 05 023 0.5 0.78 075 074 0.71 04 044 013 048 0.93 094 0.87 0.86
UnCLIP [57] 0.22 035 06 043 0.69 067 046 0.6 0.31 038 061 046 0.69 0.68 048 0.61 0.8 0.8 0.72  0.67

All ‘ 0.33 04 061 044 0.45 048 021 049 0.61 0.54 068 0.6l 0.47 053 03 0.53 0.92 0.92 0.85 0.84|




Invoice

Gratam, Carriio and Stark

Addeoss:8110 Loo Haven
Weat Michele, IN 23979 US

www. GrahamCarritoandStark com @

Emait:ghodges@examsia org

GSTIN | MHORTASTRESRT4

INVOICE 1D 5254426 Vevoice Dase: 16-Jun2013

Due Date : 18-Apr-1097

SUB_TOTAL : 167.11 EUR
TOTAL : 167.57 EUR

Totat in words: one hundred and siaty—
seven point five seven

Real Document

Images

Gradam, Carrilo and Stark

Addross 3110 Les Mavon
West Michele, I 23379 US

wwm GeadamCarrtioansSiark com @
Emad ghodgesgerampie crg

INVOICE 10 5254445 Voweice Dater 18-Jun-2013

GSTIN: 24HOETABTRESRTA

508 To: Belan Yang

1233 Rebert Date

‘WNorth Shirkryoo,LCA $2639 US
Tot +13401620 0478

Email scetimanna examle net
She:hitps hwww woods o

SHP TO!

Lynch
341 Amgha T

raberg. WY 2405 US
ot »1{008)612.3338

ouwmry | eace
200 $500.00 1
30 12000
) )

SUB_TOTAL: $1,000.00

—r R

Total in words: one thowsand.

Bank Name  Cantral Bank of Texas
Beanch Name  Raf CANP

Baok Account: 12644764

Bank Swit Code SBINNBS5O

Tors aed Conditions

Different price

Request - total amount - 1000%

Graham, Carrillo and Stark

Acdress-3110 Lee Haven

West Michele, IN 23879 US ahy lcar
.ghodges@exampie.org
GSTIN: 24MDETASTRESRTA
NVOKE D 5254448 v0ice Date: 024020

Graham, Carmiio and Stark

Address: 1110 Lee Haven
Wiest Michalo, IN 22975 US.

GSTIN : 24HDE7ASTRESRTA

Bill Tex Brian Yang
bttt < —
North Shirleyport, C.32639 US Doe Date: 04-4an-2012

Tel +1(560856-0478
Email -cretfimanatiexampoie net
Site-hitpSwmw woods.org

Valerie Lynch
#341 Amold Traffioway
WY 7405 US
Tol +1(005)519-5538
it com
Site:http-Inetson bz
TEMS | QUANTITY PRKE
ek e 200 $2392
Forward wok o¥ 18 [ ) s
Economy election. 500 $13.13

SUB. TOTAL: 167.11 EUR

Total In words: one hundred and sixty-seven point five seven

Bank Name  Central Bank of Texas

Branch Name Rif CAMP

Bank Account Number

Bank Swift Code SBINIRB250
Terms g Conduions

s chargesd  apmament s ot ek witen fhe e e

Different date
Request - Jan 2/4, 2012

North Shirleyport A 32639 US
Tol:#1(940)500-0478

Email. cateaman@exsegte.not
Site: Nitps:/)www. w000 0rg

SHIP 1O,
Valoris Lynch

9341 Amold Trafficway
Joniffarborg, WY 7448 US
Tol:41(0951318.3538

Emait robsriod@nzample com
Site: httpciiveinon. bie

www GrahamCarrilloadStark com
Emait: ghodges @exampio.on S -

INVOICE ID S254-648  invoice Date: 36-An-2013

Due Date: 10-Ape-1987

[
SUB_TOTAL: 167.11 EUR

Total in woeds: ce hundred and sixty-seven point five seven

BankName  Central Bank of Taxas

Branch Name  Raf

caup
Bank Account Number 12843474
Bank Switt Code: SBININB2250

Torm 3nd Conditiors

TOTAL: 167.57 EUR

Different name
Request — name - John Doe

Generative Model |

AEROBLADE [59]

RIGID [30]

ZED [18]

Manifold Bias [11] Ours

| AUCT APT Fl11

Acct AUCT APt FIt

AccT AUCtT APt Fl1?

AccT AUCT APT FIT AcclT AUCT AP

F11T Acct ‘

GPT-Image-1[55] | 0.53
i

056 047 0.57 067 0.12

053 | 06 056 065

0.54 0.61 0.58

055 062 | 091

092 0.82

0.82 |




Separation & “Flipping” Phenomena

Other methods:

» Poor separation.

> Distribution

“flips” sides for
different models.

Our Method:

» Strong separation.
» Consistent sides
relations between

real and

generated images.
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Conclusions

» Conditional likelihood can be used to detect

generated images in a zero-shot setting:
o A domain-adaptive detection method.
o CLIDE outperforms all SOTA methods.

o Consistent relations between real and generated

distributions.



Roy Betser - roybe®@campus.tehnion.ac.il
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