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Motivation

➢ Generative models produce highly 

photorealistic images.

➢ Risk: spreading misinformation.

Real Generated



The Challenge

➢ Early detection methods – 

o Fully-supervised

o Few-shot

➢ Key issues:

o Rapidly emerging generative models.

o Training data maintenance.

Image from Epstein et al. 2023



Zero-shot Detection

➢ Zero-shot detection:

o No access to generated content.

o No task-specific training. 

➢ Existing zero-shot methods 

o Implicitly model real-image distributions.

o Often based on some images transformation.



Background - Whitened CLIP

➢ Given a set I of images:

➢ Process all images with and encoder: X =  CLIP(I).

➢ Compute an empirical mean μ and covariance matrix - ∑. 

➢ Whitening matrix:

o Satisfies 𝑊𝑇𝑊 = ∑−1.

o Not unique.

o Whitening transform: 𝑌 = 𝑊 ෠𝑋.

o Whitened data 𝑌  has zero mean, unit variance and 

identity covariance matrix.



Background - Whitened CLIP

➢ If the Embeddings are approximately Gaussian:

o Whitened data will also be approximately Gaussian.

o Whitened data already has zero mean, unit variance 

and no correlations.

➢ Gaussian log-likelihood estimation:

o ℓ(𝑥) = 𝐿𝑜𝑔 𝑃 𝑥 = −
1

2
𝑑 ∙ log 2𝜋 + 𝑊𝑥 2



Conditional Likelihood

➢ Motivation – focusing on 
a sub-space in the full 
embedding space.

➢ We find that sub-spaces:

o Maintain normal 
distribution.

o Have effectively lower 
ranked covariance matrix.



Conditional Likelihood

➢ For a set 𝑋 of samples from sub-space 𝐷 (𝑥𝑖 ∈ 𝐷):

ℓ 𝑥 𝑋, 𝑚 = −
1

2
(𝑚 ∙ log 2𝜋 + 𝑊 𝑋, 𝑚 ො𝑥 2



Local Neighborhood

➢ Goal: Using only real images for whitening then 
generated images will become outliers.

➢ Problem: CLIP embeddings hold additional 
semantic information.



CLIDE

➢ Detection pipeline:



Results - General Images
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➢ Our method outperforms all other 

methods on most models and all 

models together.



Artistic Images

➢ Other method’s performance 

decreases.

➢ Our method maintains high 

performance
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Damaged Car Images

➢ Other method’s performance 

decreases.

➢ Our method maintains high 

performance
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Invoice Images
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Separation & “Flipping” Phenomena

Other methods:

➢ Poor separation.

➢ Distribution 

“flips” sides for 

different models.

Our Method:

➢ Strong separation.

➢ Consistent sides 

relations between 

real and 

generated images.



Conclusions

➢ Conditional likelihood can be used to detect 

generated images in a zero-shot setting:

o A domain-adaptive detection method.

o CLIDE outperforms all SOTA methods.

o Consistent relations between real and generated 

distributions.
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Thank you
Roy Betser – roybe@campus.tehnion.ac.il

     roy.betser@fujitsu.com
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